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ETHICS FOR MENTAL HEALTH PROFESSIONALS

PART I

I.  2014 ACA Code of Ethics (See Attached Full Code)

II. Tips for Practitioners on Avoiding Ethical Pitfalls
Talk to the ethics experts, and they'll tell you the best defense against an ethical problem 

is a good offense. By looking out for foreseeable conflicts and discussing them frankly with 
colleagues and clients, practitioners can evade the misunderstandings, hurt feelings and sticky 
situations that lead to hearings before ethics boards, lawsuits, loss of license or professional 
membership, or even more dire consequences.

However, being vigilant doesn't mean psychologists should spend their days worrying 
about where the next pitfall could be, says Robert Kinscherff, JD, PhD, former chair of APA's 
Ethics Committee, which adjudicates ethics complaints. "Instead of worrying about the ways 
[they] can get in trouble, psychologists should think about ethics as a way of asking 'How can I 
be even better in my practice?'" he explains. "Good ethical practice is good professional 
practice, which is good risk management practice." When psychologists do end up in ethical 
quandaries, it's often because they unwittingly slid too far down a slippery slope--a result of 
ignorance about their ethical obligations or thinking they could handle a situation that spiraled 
out of control.

Many problems are what Ethics Committee member Anne Hess, PhD, calls "stealth" 
dilemmas: situations that develop gradually, moving step by small step beyond once-firm 
professional boundaries. Although each step seemed harmless at the time, many practitioners 
later realize that they have landed themselves in deep trouble.

The Monitor interviewed some of psychology's leading ethics experts to talk about how 
practitioners can avert common ethical dilemmas, from multiple relationships to whether to 
breach confidentiality, to terminating treatment. Here's their advice, boiled down to 10 ways to 
help avoid ethical pitfalls.

1. Understand What Constitutes a Multiple Relationship
Is it ethical to volunteer at your daughter's softball team fund-raiser if you know a client is 

going to be there? Can you buy a car from a client who owns the only dealership in your small, 
rural town? Can you ask an intern to drive you to the airport? "A central question in any multiple 
relationship situation is whose needs are being met here?" says Stephen Behnke, JD, PhD, 
director of APA's Ethics Office, which advises psychologists on ethical dilemmas. "Whenever the 
answer is the needs of the psychologist, that's a time when the psychologist needs to take great 
care and get a consultation."

According to the Ethics Code, psychologists should avoid relationships that could 
reasonably impair their professional performance, or could exploit or harm the other party. 
Behnke emphasizes, however, that multiple relationships that are not reasonably expected to 
have such effects are not unethical. That's because sometimes it's impossible for psychologists 
to completely avoid multiple relationships, explains Steven Sparta, PhD, immediate past-chair of 
APA's Ethics Committee. For example, the psychologist in a rural town may decide to buy a car 
from his client because going elsewhere could signal that the car dealer was in therapy.
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How do you weigh the pros and cons in such situations? APA Ethics Committee member 
Michael Gottlieb, PhD, suggests in a Psychotherapy (Vol. 30, No. 1) article that psychologists 
think about three factors:

1. Power—how much of a power differential is there between the psychologist and the 
other person? Since you also supervise the intern, it might be better to ask a colleague 
to drive you to the airport.
2. Duration—will it be brief contact or will it be continuous or episodic contact over a 
long time? "We usually don't know how long professional contact will last except in very 
specific circumstances," says Gottlieb. Before entering into a dual relationship, 
psychologists should consider whether, for example, a client could return for additional 
services.
3. Termination—has the therapeutic relationship been permanently terminated, and 
does the client understand that as well? If a psychologist sees patients with chronic 
illnesses, they should keep in mind that treatment could stop and start for years, 
precluding some relationships that might be all right otherwise.
"It's only an ethical problem when there's a reasonable basis to see a foreseeable risk, 
and the psychologist fails to see it or ignores it and goes forth anyway," Sparta explains. 
Moreover, one type of multiple relationship is never acceptable: "Sexual relationships 
with current clients are never permissible," says Behnke. While sexual relationships with 
previous clients are not automatic violations of the Ethics Code if they occur more than 
two years after therapy's termination, "psychologists need to be mindful of the harm that 
can come from a sexual involvement with a client no matter when it occurs," Behnke 
adds. Lastly, if psychologists find that, despite their efforts, a potentially harmful multiple 
relationship has arisen, they are ethically mandated to take steps to resolve it in the best 
interest of the person or group while complying with the Ethics Code.

2. Protect Confidentiality
Psychologists are often asked to provide information about their clients to employers, 

spouses, school administrators, insurance companies and others. While such requests may be 
well-intentioned, psychologists need to carefully balance the disclosure with their ethical 
obligations to protect their patients' confidentiality.

Indeed, because the public puts their trust in psychologists' promises of confidentiality, 
it's essential for psychologists to be clear on whether and why they are releasing information. 
"Ask yourself, 'On what basis am I making this disclosure?'" advises Behnke. "Is there a law that 
mandates the disclosure? Is there a law that permits me to disclose? Has my client consented 
to the disclosure?'"

APA's 2002 Ethics Code stipulates that psychologists may only disclose the minimum 
information necessary to provide needed services, obtain appropriate consultations, protect the 
client, psychologist or others from harm, or obtain payment for services from a client.

To help prevent confidentiality problems, psychologists can:
1. Discuss the limits of confidentiality, including their uses of electronic transmission 
and the foreseeable uses of confidential information, as soon as possible.
2. Ensure the safe storage of confidential records. At the outset, notify people what 
will be done with case materials, photos and audio and video recordings, and secure 
their consent. Also, make sure rooms where confidential conversations occur are 
soundproof.
3. Federal and State law. Know the ins and outs of your state's laws that relate to your 
practice. And keep in mind how the recently implemented Health Insurance Portability 
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and Accountability Act affects your practice (see HIPAA).
4. Obey mandatory reporting laws. Even if a psychologist believes that reporting 
abuse could make the situation even worse, "these laws are mandatory reporting laws, 
not discretionary reporting laws," says lawyer Mathew D. Cohen, who specializes in 
representing human-service providers. Mandatory reporting laws were not created to 
have clinicians decide whether abuse or neglect is happening, says Cohen, but to 
have them bring the facts to the attention of authorities, who will decide. "If you wait 
and nothing bad happens, you've still violated the law," he says. "[But] if you wait and 
something bad happens, not only have you violated the law, but you have injured a 
potential victim who could have been protected."

3. Respect People’s Autonomy
Psychologists need to provide clients with information they need to give their informed 

consent right at the start. When they fail to give details, sticky situations can arise. For example, 
when psychologists fail to explain their duty to report abuse and neglect to an adolescent client 
before therapy begins, they may be unsure what to do if abuse is later revealed that the client 
doesn't want reported.

For psychologists providing services, the experts suggest they discuss:
• Limits of confidentiality, such as mandatory reporting.
• Nature and extent of the clinician's record keeping.
• The clinician's expertise, experience and training as well as areas where the 

therapist lacks training.
• Estimated length of therapy.
• Alternative treatment or service approaches.
• The clinician's fees and billing practices.
• Whom to contact in case of emergency.
• Client's right to terminate sessions and any financial obligations if that occurs.
• Not only what services the psychologist will provide, but what they can't or won't 

do.
If individuals are not competent to make decisions for themselves, then the person who's giving 
permission must have access to that same information. Moreover, a signed consent form does 
not substitute for the informing process, which should occur first, say ethics experts—and that 
includes situations where informed consent is implied, such as in an employee evaluation.

4. Know Your Supervisory Responsibilities
Psychologists may be responsible for the acts of those who perform work under their 

watch, whether it's interns providing therapy or administrative assistants helping with record 
keeping and billing. That means supervising psychologists should continually assess their 
supervisees' competence and make sure they are managing them appropriately, say experts. 
Such supervision should cover everything from ensuring that supervisees conduct the informed-
consent process correctly to prohibiting them from using the supervisor's signature stamp on 
any bill or letter that the supervisor hasn't reviewed. "If it goes out under your name, you're 
responsible," says APA Ethics Committee Chair Michael D. Roberts, PhD. "If they release 
medical files without proper consent, they're not going to sue the receptionist, they're going to 
sue you."

According to the experts, supervisors should also:
• Establish timely and specific processes for providing feedback and provide 

information about these processes at the beginning of supervision.
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• Outline the nature and structure of the supervisory relationship in writing before 
supervision begins. Supervisors should include both parties' responsibilities as 
well as intensity of the supervision and other key aspects of the job.

• Document their experience with the supervisees, including supervision dates, 
discussions they've had and other relevant facts. Such information will help if 
ethical dilemmas arise later.

• Explain to patients that the therapist is in training and give clients the name of the 
supervisor. Note that billing may be under a supervisor's name, not the 
supervisee's, so that clients don't accidentally report billing problems when there 
are none.

• Avoid delegating work to people who have multiple relationships with the client 
that would likely lead to harm or the supervisee's loss of objectivity—for example, 
avoid using a non-English-speaking person's spouse as a translator.

5. Identify Your Client & Role
When practicing psychologists work with organizations or groups of individuals, they 

should understand from the start who they were hired to help and what is expected of them. 
Dilemmas crop up in a variety of settings:

• In couples therapy. For example, when one partner wants a better marriage but the 
other wants a "painless" divorce, psychologists should clarify at the beginning that they 
cannot decide whether the couple should stay together or offer expert opinions later on 
during a divorce suit.

• In court, when it's not clear whether the psychologist is serving as an expert witness or 
advocate for one side. Court-appointed evaluators should express well-balanced, 
objective opinions, says Ethics Committee member Linda F. Campbell, PhD, while 
advocates are often therapists for one party who have had little direct contact with the 
other. Because they can't provide an objective evaluation, psychologists who are 
therapists for one of the parties shouldn't serve as expert witnesses.
*When psychologists provide services to a person or entity at the request of a 

third party, such as a parent requesting therapy for their child or a police department 
requesting an evaluation of an officer. "You may have one legal client, but several ethical 
clients," cautions Kinscherff. "In each case it's important to know who it is that you're serving 
and what your role is in providing that service."

How can psychologists avoid role-related dilemmas? "Knowing who your client is, what 
your role is and being transparent about what it is that you do and mindful about the 
professional boundaries that arise are good guideposts to effective practice," says Kinscherff. 
That means psychologists should, at the outset, have frank discussions with all parties involved 
about the relationship they will have with each person or organization—for example, are they 
hired by a business to enhance worker productivity or are they there to help individual workers 
with mental health problems? Other things to cover include confidentiality limits, what specific 
services will be provided to which people and how the psychologist and others could use the 
services or information obtained. "If you're reasonable and straightforward with people, treat 
them the way you would want to be treated in a similar situation, find out what their expectations 
are, and clarify those expectations, you'll be in good shape most of the time," adds Kinscherff.

6. Document, Document, Document
Documentation can be psychologists' best ally if they ever face ethical charges, says Ed 

Nottingham, PhD, an associate member of APA's Ethics Committee. However, lack of 
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documentation--or the wrong kind of documentation—can be detrimental. For specific guidance 
for practitioners, see APA's Record Keeping Guidelines at www.apa.org/practice/
recordkeeping.html.

Some specifics to include in documenting therapeutic interactions, according to the 
guidelines and ethics experts such as Nottingham:

• Identifying information and first contact.
• Relevant history and risk factors, medical status and attempts to get prior treatment 

records.
• Dates of service and fees.
• Diagnostic impressions, assessments, treatment plans, consultation, summary and 

testing reports and supporting data, and progress notes. Include not only the treatments 
chosen, but treatments considered and rejected.

• Informed-consent documentation, consent to audiotape or videotape, and release of 
information documentation.

• Relevant telephone calls and out-of-office contacts.
• Follow-up efforts when clients "drop out of sight."
• Details necessary, including those listed above, so that another psychologist could take 

over delivery of service, such as in the event of a psychologist's death or retirement.
A few other tips:

• Only include germane information. APA's Record Keeping Guidelines advise 
practitioners to take into account the nature of the services, the source of the information 
recorded, the intended use of the records and the psychologist's professional obligation.

• Never alter a record after the fact. "It's illegal, and it gets you into trouble, and more 
times than not you get caught," says lawyer Joseph T. Monahan. You can append 
additional information to records, adds Behnke, but when doing so, the record should 
clearly indicate that the information was added later on.

• Use documentation to your advantage. "The process of writing helps [psychologists] 
crystallize in their own mind what they are saying about the problem," says Sparta. "It 
helps pinpoint when things don't make sense or where they need to get more 
information."

7. Practice Only Where You Have Expertise
Every psychologist knows that they are obligated by the Ethics Code to practice only 

where they are competent. But sometimes difficulties arise when, for example, they practice in 
emerging areas where there aren't clear standards. "The problem is that, many times, how does 
the psychologist know when there's something they don't know?" says Sparta. "If you don't 
know from the professional literature that there are certain guidelines...you may be well-
intentioned, but not realize you're going beyond the boundaries of your competence."

Competence issues also come into a play in child-custody ethics, when psychologists 
are unfamiliar with the nuances of working with courts. Take the case of a psychologist who is 
asked to write a letter to a judge about the relationship of a boy in treatment to his parents. If 
she has little forensic training, the psychologist could land in ethical hot water if, for example, 
she failed to include the limitations of her opinion, such as that she's never met one of the boy's 
parents.

Another area to keep in mind is assessment, says Campbell: "If you find yourself falling 
back on instruments because you feel confident with them and you don't know which others to 
use, that means you haven't kept up with the advances in that particular area and need to re-
examine what needs to be done to be proficient."
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One of the best ways to address competence issues is to stay in touch with the 
profession through conferences, continuing education, seeking diplomat status, consulting with 
colleagues, and reading journals, guidelines and other publications, says Sparta. For example, if 
you begin seeing an adolescent with anorexia, but infrequently treat eating disorders, read up 
on the professional literature and arrange for supervision or consultation to ensure that the 
treatment is adequate.
"In the age of long-distance telephone, teleconference and the Internet, it's hard to argue that 
you couldn't have gotten the right kinds of information," says Kinscherff.

The 2002 Ethics Code does make exceptions for psychologists in extraordinary 
circumstances: Psychologists with closely related experience can provide services if there's no 
one else who can--as long as they make a reasonable effort to obtain the competence required. 
See Standard 2.01 for the details.

8. Know the Difference Between Abandonment & Termination
Every year, APA's Ethics Office fields calls from psychologists who want to end treatment 

with a patient, but are anxious because they fear they're abandoning their client. "Abandonment 
is not the same as treatment termination," Behnke tells them, pointing to the 2002 Ethics Code, 
which says in Standard 10.10 that psychologists can discontinue treatment when clients:

• Aren't benefiting from therapy.
• May be harmed by the treatment.
• No longer need therapy.
• Threaten the therapist, themselves or others.

Psychologists should provide pre-termination counseling and suggest alternative service 
providers, says the Ethics Code, noting that this may not be possible in all cases, such as if a 
patient abruptly stops attending therapy. Such pre-termination counseling could include 
explaining the benefits of the new services and why the current treatment is no longer helpful, 
addressing feelings of separation by emphasizing the transfer is not a personal rejection, and 
identifying practical issues in transferring the client, such as resolving financial arrangements 
with the new provider before ending treatment. "Involve the client in the plan," advises Sparta. 
"Empower them to feel confident and competent. Help the client understand that the transition is 
a constructive step toward achieving their goals."

By contrast, abandonment occurs when a psychologist inappropriately ends treatment, 
such as halting needed therapy with no notice. In his tenure on various ethics groups, Sparta 
says he has seen as many cases when psychologists continued treatment beyond the point 
necessary as when they precipitously stopped treatment. While dependent clients can make it 
difficult to end treatment appropriately, the blurred multiple roles that can result from prolonged 
relationships—giving a client a job, for example—are too risky, says Sparta.

Psychologists can often head off termination dilemmas by thinking ahead, say ethics 
experts. For example, a psychologist treats a woman until her insurance coverage expires, but 
when she can't pay out of pocket, he explains that the relationship must end and facilitates her 
care to another provider. To avoid the misperception that the psychologist "dumped" the client, 
the psychologist discusses the treatment timeline at their first session, including the differences 
between short- and long-term therapy and what could happen if therapy was needed beyond 
what the woman's insurance covered. If there are cases in which it's apparent that a patient may 
have financial troubles at therapy's start, give consideration before you take the case, say ethics 
experts. And make sure you are aware of clients for whom financial hardship is developing.

9. Stick to the Evidence
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When you give your expert opinion or conduct an assessment, base your evaluation only 
on the data available. For example, psychologists in child-custody cases should be sure they 
aren't being biased in favor of the parent who is more financially secure. "The best approach is 
to stay mindful about what you know, what you don't know and what your sources of information 
have been," says Kinscherff.

Ethics experts recommend that psychologists:
• Know what the referral question is and choose assessment tools that can validly answer 

that question. That means psychologists need to read and understand test manuals, 
says Sparta. For example, personality tests appropriate for clinical use are not 
necessarily appropriate for employment selection.

• Don't rely on third-party reports to formulate assessments and avoid giving an opinion of 
any person they haven't directly evaluated. According to the Ethics Code, when 
psychologists can't evaluate a person directly, they should document the efforts they 
made and the result of those efforts. They also need to discuss the limited information's 
impact on the accuracy and certainty of their opinion, and appropriately limit their 
conclusions or recommendations.

• Make sure the assessment is thorough. Psychologists can find themselves in hot water 
when they give an expert opinion without consulting all of the sources available. For 
example, a psychologist conducting a custody evaluation fails to check with child 
protection services and therefore does not learn that one parent is being investigated for 
child neglect—a fact that might have changed the psychologist's opinion.

• Discuss the limitations of their work and make statements about the certainty of their 
findings. If no interview is possible, note those limitations in the report. "It's equally 
important to offer any plausible alternative hypotheses that would account for the data," 
adds Kinscherff. In fact, in court cases where the facts are disputed, Kinscherff lays out 
the contradictions between the two parties and then makes a set of recommendations 
based on each party's side of the story, leaving it up to the court to decide which party is 
truthful.

• Ensure that tests were developed for the target population and that they are culturally 
appropriate, says Sparta. If the test isn't, make the proper adjustments and note the 
limitations of those adaptations in your findings. New text in APA's 2002 Ethics Code 
specifies that psychologists take such measures.

10. Be Accurate in Billing
There's nothing more important than accuracy when it comes to billing patients and 

insurers for psychological services, say ethics experts. While sloppy bookkeeping can land 
some psychologists in hot water, others find themselves in predicaments because they've 
worked the system to get clients more benefits than a third-party payor entitles them to.

To avoid such ethical problems, a psychologist should:
• Bill only for services you have provided using correct procedure codes. Never bill an 

insurer for a service that is covered instead of the treatment actually provided. For 
example, it's improper to bill for individual therapy instead of couples therapy, for therapy 
instead of psychological testing or for psycho educational tests as if they were health-
related. Moreover, don't bill the insurance company when clients miss appointments; bill 
the client. "Be accurate, conservative, and consult when in doubt," advises Ethics 
Committee associate Peter Mayfield, PhD.

• Only list the dates you treated the patient. While it may be tempting to tell an insurer that 
only pays for one session a week that you saw a client two Mondays in a row instead of 
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the Monday and Friday you actually met, psychologists should never "fudge" a treatment 
date.

• Call it as you see it. Occasionally, a patient might ask for a less damaging diagnosis for 
fear that employers or others might find out. Or psychologists may consider 
exaggerating diagnoses to justify more visits to insurers. No matter what, don't do it: 
"Honesty is the best policy," says Mayfield.

• Discuss billing practices up front. "All of the financial policies need to be told to the client 
at the beginning of therapy," says Eric Harris, JD, EdD, a risk management consultant 
for the APA Insurance Trust. In fact, Harris recommends that psychologists ask clients to 
sign informed-consent contracts that outline the financial arrangements, such as that 
clients will be billed for skipped sessions and they must pay for the services if the insurer 
refuses coverage.

• Be conscientious about collecting fees. "When a client isn't paying their fees, you need 
to raise it with them as early as possible," says Harris. "You need to set appropriate 
limits." Allowing clients to run large balances isn't good for either party's finances. One 
solution is to accept credit cards.

• Take caution in pursuing delinquent accounts. When psychologists use small claims 
court or a collection agency to pursue debtors, they are ethically obligated to first inform 
the client of their intent and give them the chance to pay. If the client does not pay, 
psychologists are ethically permitted to provide only the minimum information necessary 
to pursue their claim.

• Watch your paperwork. Because psychologists are accountable for everything that their 
offices bill, regardless of whether they ever saw the paperwork, Mayfield encourages 
psychologists to personally review any document that goes out under their name.

Lastly, there’s one, best strategy that psychologists can take to minimize their exposure to 
ethical and legal problems, says Behnke: “Be the best psychologist you can be.”
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A FOCUS ON CONFIDENTIALITY FOR MENTAL HEALTH 
PROFESSIONAL

PART II

I. Florida Laws & Limits to Confidentiality

A. Florida Statutes & Administrative Code
90.503 Psychotherapist-Patient Privilege
One of the core principles of our professional practices is the Psychotherapist-Patient Privilege. 
It is our duty to inform our clients of our limits of confidentiality.
491.0147 Confidentiality & Privileged Communications
Any communication between any person licensed or certified under this chapter and her or his 
patient or client shall be confidential. This secrecy may be waived under the following 
conditions: When, in the clinical judgment of the person licensed or certified under this chapter, 
there is a clear and immediate probability of physical harm to the patient or client, to other 
individuals, or to society and the person licensed or certified under this chapter communicates 
the information only to the potential victim, appropriate family member, or law enforcement or 
other appropriate authorities. There shall be no liability on the part of, and no cause of action of 
any nature shall arise against, a person licensed or certified under this chapter for the disclosure 
of otherwise confidential communications under this subsection.
394.4615 Clinical Records; Confidentiality.
Information from the clinical record may be released in the following circumstances: When a 
patient has declared an intention to harm other persons. When such declaration has been 
made, the administrator may authorize the release of sufficient information to provide adequate 
warning to the person threatened with harm by the patient.
384.24 Unlawful Acts
It is unlawful for any person who has chancroid, gonorrhea, granuloma inguinale, 
lymphogranuloma venereum, genital herpes simplex, chlamydia, nongonococcal urethritis 
(NGU), pelvic inflammatory disease (PID)/acute salpingitis, or syphilis, when such person knows 
he or she is infected with one or more of these diseases and when such person has been 
informed that he or she may communicate this disease to another person through sexual 
intercourse, to have sexual intercourse with any other person, unless such other person has 
been informed of the presence of the sexually transmissible disease and has consented to the 
sexual intercourse. It is unlawful for any person who has human immunodeficiency virus 
infection, when such person knows he or she is infected with this disease and when such 
person has been informed that he or she may communicate this disease to another person 
through sexual intercourse, to have sexual intercourse with any other person, unless such other 
person has been informed of the presence of the sexually transmissible disease and has 
consented to the sexual intercourse.
64B4-9.001 Requirements for Client Records
A licensed clinical social worker, marriage and family therapist, or mental health counselor, 
including any registered intern or provisional licensee, shall maintain responsibility for all 
records relating to his clients as provided in Section 456.057, F.S. All such records shall remain 
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confidential except as provided by law or as allowed pursuant to a written and signed 
authorization by the client specifically requesting or authorizing release or disclosure of records 
in his office or possession.

B. ACA Code of Ethics
Serious & Foreseeable Harm & Legal Requirements (B.2.a)
The general requirement that counselors keep information confidential does not apply when 
disclosure is required to protect clients or identified others from serious and foreseeable harm or 
when legal requirements demand that confidential information must be revealed. Counselors 
consult with other professionals when in doubt as to the validity of an exception. Additional 
considerations apply when addressing end-of-life issues.
Confidentiality Regarding End-of-Life Decisions (B.2.b)
Counselors who provide services to terminally ill individuals who are considering hastening their 
own deaths have the option to maintain confidentiality, depending on applicable laws and the 
specific circumstances of the situation and after seeking consultation or super- vision from 
appropriate professional and legal parties.
Contagious, Life-Threatening Diseases (B.2.c)
When clients disclose that they have a disease commonly known to be both communicable and 
life threatening, counselors may be justified in disclosing information to identifiable third parties, 
if the parties are known to be at serious and foreseeable risk of contracting the disease. Prior to 
making a disclosure, counselors assess the intent of clients to inform the third parties about 
their disease or to engage in any behaviors that may be harmful to an identifiable third party. 
Counselors adhere to relevant state laws concerning disclosure about disease status.
Court-Ordered Disclosure (B.2.d)
When ordered by a court to release confidential or privileged information without a client’s 
permission, counselors seek to obtain written, informed consent from the client or take steps to 
prohibit the disclosure or have it limited as narrowly as possible because of potential harm to the 
client or counseling relationship.
Minimal Disclosure (B.2.e)
To the extent possible, clients are informed before confidential information is disclosed and are 
involved in the disclosure decision-making process. When circumstances require the disclosure 
of confidential information, only essential information is revealed.

C. Counseling Clients with HIV/AIDS
Under Florida law, any communication between a client and person licensed or certified 

under Florida Statutes, Chapter 491 (clinical social worker, marriage and family therapist or 
mental health counselor) is confidential; however, there are exceptions to this confidentiality. 
(Fla. Stat. 491.0147) When a client discloses information, which clearly threatens physical harm 
to someone, including the patient, and the threat is imminent, then such information may not be 
confidential. (Fla. Stat. 491.0147(3))

Furthermore, pursuant to the American Counseling Association (ACA) Code of Ethics 
has a specific provision with regard to contagious, life-threatening diseases which states that 
when clients disclose that they have a disease commonly known to be both communicable and 
life threatening, counselors may be justified in disclosing information to identifiable third parties, 
if the parties are known to be at serious and foreseeable risk of contracting the disease. (B.2.c)

D. Baker Act
The Florida Mental Health Act of 1971 (commonly known as the "Baker Act") is a Florida 
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statute allowing for involuntary examination of an individual. The Baker Act allows for involuntary 
examination (what some call emergency or involuntary commitment). It can be initiated by 
judges, law enforcement officials, physicians or mental health professionals.

There must be evidence that the person:
• Has a mental illness (as defined in the Baker Act); and
• Is a harm to self, harm to others, or self-neglectful (as defined in the Baker Act).

As a therapist you may have to initiate a Baker Act or call the authorities on behalf of a patient 
who is suicidal or homicidal. This is one of several limits of confidentiality that may come across 
as mental health professional.

E. Reporting Child & Vulnerable Adult Abuse
Chapter 39 of the Florida Statutes (F.S.) mandates that any person who knows, or has 

reasonable cause to suspect, that a child is abused, neglected, or abandoned by a parent, legal 
custodian, caregiver, or other person responsible for the child's welfare shall immediately report 
such knowledge or suspicion to the Florida Abuse Hotline of the Department of Children and 
Families. Chapter 415 of the Florida Statutes mandates that any person who knows or has 
suspicion that a Vulnerable Adult has been abused, neglected, or exploited shall immediately 
report such suspicion to the Florida Abuse Hotline.

Although every person has a responsibility to report suspected abuse or neglect, some 
occupations are specified in Florida law as required to do so. Mental Health Professionals and 
Social Workers are considered “professionally mandatory reporters”. A professionally mandatory 
reporter of child abuse/neglect is required by Florida Statute to provide his or her name to the 
Abuse Hotline Counselor when reporting. A professionally mandatory reporter’s name is entered 
into the record of the report, but is held confidential (§ 39.202, F.S. and 415.107, F.S.)

F. Duty to Warn
Under current Florida law, mental health professionals licensed under Chapter 491 may 

break confidentiality and warn third parties (and this means, when applicable, the intended 
victim, appropriate family member, law enforcement authorities, and other appropriate 
authorities) if there is a clear and immediate probability of harm.

In clinical psychological practice in the United States, duty to warn applies to cases 
where the client/patient is dangerous to others and has identified targeted individual(s). In these 
situations, the clinician must breach confidentiality to warn the identified victim/third party about 
imminent danger. Additionally, the clinician can warn the local police authorities and inform them 
about what may eventually happen. The application of duty-to-warn laws places clinicians in the 
uneasy situation of breaching another law, that of confidentiality. However, if the clinician has 
reasonable suspicion of what may happen, he/she is protected from prosecution.

G. Checklist for Limits of Confidentiality
• Duty to warn and duty to protect
• Involuntary psychiatric and substance abuse court proceedings and the Baker Act
• Marriage and family therapy
• Group counseling
• HIV patients
• Child/elder abuse and neglect

II. Surgeon General Confidentiality of Mental Health Information: Ethical, Legal & 
Policy Issues
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A. Overview
Effective psychotherapy. . . depends upon an atmosphere of confidence and trust in which the 
patient is willing to make a frank and complete disclosure of facts, emotions, memories, and 
fears. Because of the sensitive nature of the problems for which individuals consult 
psychotherapists, disclosure of confidential communications made during counseling sessions 
may cause embarrassment or disgrace. For this reason, the mere possibility of disclosure may 
impede development of the confidential relationship necessary for successful treatment.

This ringing endorsement of the importance of confidentiality in the provision of mental 
health treatment comes from the U.S. Supreme Court (Jaffee v. Redmond, 1996). The Court’s 
language, in a decision creating a psychotherapist privilege in Federal court, appears to leave 
little doubt that there is broad legal protection for the principle of confidentiality. Public opinion 
polls also show widespread support for the privacy of health care information: 85 percent of 
those responding to one survey characterized protecting the privacy of medical records as 
essential or very important (Peck, 1994).

Yet the reality is much more complex. State and Federal laws do protect the 
confidentiality of health care information, including information created in providing mental 
health and substance abuse treatment. However, these laws have numerous exceptions, are 
inconsistent from state to state, and, in the opinion of many experts, provide less protection of 
confidentiality than is warranted.

In addition, changes in the health care industry, and advances in technology, have 
created new concerns regarding the privacy of health care information. Health care increasingly 
is delivered and paid for by for-profit corporations with business in many states. This shift has 
several relevant consequences. First, individual health care information may be held and 
disseminated far beyond the office of the practitioner providing care. Second, cost containment 
concerns have resulted in the emergence of a variety of techniques that depend on third-party 
review of a practitioner’s judgment that an individual should receive care, reviews that have 
resulted in increased demands for patient-specific information before care is approved. In 
addition, private health care information may be distributed for the purpose of marketing 
commercial products, such as pharmaceuticals, a growing business that many believe 
constitutes an improper use of such information (Jeffords, 1997; O’Harrow, 1998). Finally, 
private health information is used to create much larger databases, for various purposes 
including treatment and research, thereby increasing the number of people with access to such 
information.

Technology also has emerged as a major issue in privacy debates. The ultimate impact 
of technology is not yet clear. One leading expert on the privacy of health care information 
asked whether technology would help or hinder the protection of health care privacy, responded 
that the answer was yes and no (Gellman, in press). On the one hand, new technologies can 
support, and in some cases make possible, the changes that have transformed the health care 
industry. The “health information technology industry” in 1997 sold approximately $15 billion of 
products to health care organizations, including medical business decision-support software, 
data warehousing, clinical expert systems, and electronic medical record systems designed to 
support large health care enterprises (Kleinke, 1998). There also have been ongoing efforts to 
create computer-based patient records for several years (Dick & Stean, 1991). Such records in 
many ways can be more secure than paper records through various mechanisms, for example, 
by restricting access to designated users. Yet much of the same technology raises concerns 
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about privacy, because of its capacity to store and disseminate rapidly to multiple users 
personal information that many individuals would prefer remain private. If the myriad needs of 
the health care system could be met by using only data stripped of patient-specific information, 
many concerns about privacy might be ameliorated. However, data that identify the individual 
are still considered necessary for many purposes, including the administration of payment 
systems and fraud investigations. This has led some to conclude that the ultimate question 
when patient-specific data are transported and used outside of the clinical context is security of 
the data (Moran, 1998).

Congress, in an effort to respond to growing public concern over health care information 
privacy, has committed the Federal government to the creation of a national confidentiality 
standard by 2000. Congress also has directed the Secretary of Health and Human Services to 
produce recommendations for simplifying and standardizing requirements for the electronic 
transmission of health information (Health Insurance Portability and Accountability Act, 1996). 
The purpose is to improve the effectiveness and efficiency of the health care system (Gellman, 
2000). It is not yet clear, given the complexities of the issues, that the deadline for a national 
privacy standard will be met. However, it is clear that the confidentiality of health care 
information has emerged as a core issue in recent years, as concerns regarding the 
accessibility of health care information and its uses have risen.

This section of the course discusses the values underlying confidentiality, its importance 
in individual decisions to seek mental health treatment, the legal framework governing 
confidentiality and potential problems with that framework, and policy issues that must be 
addressed by those concerned with the confidentiality of mental health and substance abuse 
information. Although the current debate regarding Federal standards is not presented in great 
detail, it is referred to when appropriate to provide context for the broader discussion.

B. Ethical Issues About Confidentiality
Each profession that provides mental health treatment embraces confidentiality as a 

core ethical principle. For example, the Code of Ethics of the American Medical Association 
(AMA) states that “a physician . . . shall safeguard a patient’s confidences within the restraints of 
the law” (American Medical Association [AMA], 1996). The AMA more recently has observed 
that “patients have a basic right to privacy of their medical information and records. . .patients’ 
privacy should be honored unless waived by the patient in a meaningful way, or in rare 
instances of strongly countervailing public interest” (AMA, 1998). The Ethical Principles of 
Psychologists state that “psychologists have a primary obligation and take reasonable 
precautions to respect . . . confidentiality rights” (American Psychological Association, 1992). 
(See also, American Managed Behavioral Healthcare Association, 1998; American Psychiatric 
Association, 1998; National Alliance for the Mentally Ill, 1998).

While the importance of confidentiality as an ethical principle is evident from these 
statements, it is also clear that confidentiality is not an absolute value. The AMA’s 1996 
statement qualifies the principle of confidentiality by observing that it is to be protected “within 
the restraints of the law.” The American Psychological Association provides exceptions as well, 
noting for example that disclosure of otherwise confidential information is permissible “where 
permitted by law for a valid purpose, such as. . .(3) to protect the patient or client from 
harm” (Ethical Principles of Psychologists and Code of Conduct, 5.05). As the discussion below 
suggests, the law creates many circumstances in which confidentiality may or must be 
breached. At the same time, legal principles reflect broader values, and so there is often 
significant disagreement about the exceptions to confidentiality that the law permits or requires.

It is also important to note at the outset that the right to confidentiality belongs to the 
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person receiving services (Campbell, 2000). The ethical codes of the various professions, and 
most confidentiality laws, obligate professionals to take steps to protect confidentiality. However, 
in general, the right to confidentiality belongs to the client; the right to waive confidentiality also 
is the client’s, although there are situations in which the provider of treatment has no choice 
under the law but to disclose.

C. Values Underlying Confidentiality
The principle of confidentiality is designed to advance certain values. These include 

reducing the stigma and discrimination associated with seeking and receiving mental health 
treatment, fostering trust in the treatment relationship, ensuring individual’s privacy in their 
health care decisions, and furthering individual autonomy in health care decision making.

1. Reducing Stigma—There are certain illnesses that often evoke public unease and on 
occasion overt discrimination. For example, in the past, cancer was often not discussed; in fact, 
physicians often chose not to tell patients that they had diagnosed cancer. In recent years, 
individuals with AIDS have often faced discrimination. Mental illness has often fallen into this 
category as well. For years, the stigma and discrimination associated with mental illness were 
reinforced by laws that stripped people of their legal rights upon admission to a psychiatric 
hospital, and by social attitudes that often equated mental illness with potential violence. While 
many of the legal rules that reinforced discrimination have been removed, public attitudes 
regarding mental illness continue to vary. In an effort to reduce the risk of stigma and the 
discrimination that often results, confidentiality laws seek to protect both the fact that an 
individual has sought mental health treatment as well as the disclosures that are made during 
treatment.

2. Fostering Trust—Confidentiality generally is considered to be a cornerstone of a 
doctor-patient relationship (Dierks, 1993). Many psychotherapists assume that mental health 
treatment is most likely to be successful only if the client has a trusting relationship with the 
clinician (Sharkin, 1995). The Supreme Court language quoted at the beginning of this section 
reflects the same assumption. While the research findings on this subject are somewhat mixed 
(see discussion below), it is beyond dispute that many individuals in seeking treatment for 
mental illness reveal much of their private selves. It seems reasonable to assume that for many 
people, trust that their privacy will not be intruded upon beyond the confines of the clinical 
relationship is an important element in permitting unguarded exchanges during treatment. 
Concerns regarding confidentiality may cause individuals to take steps to protect themselves 
from unwanted disclosures in other ways that carry their own costs. For example, an individual 
may decide to pay for his or her own care, withhold certain types of sensitive information during 
treatment, or avoid seeking care.

3. Protecting Privacy—The law has given considerable attention in the last 3 decades 
to the idea that people have a right to privacy in making decisions regarding their health care. 
While the legal right to privacy has been discussed and applied most often in the context of 
decisions involving procreation and decisions at the end of life, the general principle that the 
value of privacy is important to mental health treatment is not disputed.

Competent individuals, or in the case of minor children, their parents or legal guardians, 
have a right to self-determination in deciding to seek or forego health care, including mental 
health or substance abuse treatment. There are exceptions, for example, the use of involuntary 
civil commitment or court-ordered treatment. However, the general trend has been to expand 
autonomy in health care decision making. Two ethical and legal principles are important anchors 
to the principle of autonomy. The first, informed consent, assumes that the better informed an 
individual is, the better equipped he or she is to make health care decisions. The second, 
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confidentiality, is considered to be particularly important in the context of mental health 
treatment. This is because of the assumption that an absence of confidentiality may make a 
person less likely to seek treatment.

D. Research on Confidentiality & Mental Health Treatment
The values that underlie confidentiality in large part assume that people will be less likely 

to seek needed help (Corcoran & Winsalde, 1994) and, once in treatment, less likely to disclose 
sensitive information about themselves if they believe that the information may be disseminated 
outside the treatment relationship. Available research supports these assumptions. For 
example, in one study, individuals receiving psychotherapy placed a high value on the 
importance of confidentiality to the therapeutic relationship, as did a matched group of hospital 
employees (McGuire et al.,1985). Parents of children in psychotherapy reported that 
confidentiality was an important issue that needed to be discussed in the context of informed 
consent processes (Jensen et al., 1991). Another study suggests that concerns regarding 
stigma and confidentiality were factors in decisions by people with dual diagnoses 
(psychiatric illness and substance abuse disorder) to seek treatment from the community mental 
health system (Howland, 1995). Yet another study reports that the decision of therapists to seek 
or not seek treatment was influenced, among other things, by concerns regarding confidentiality 
(Norman & Rosvall, 1994). In the context of drug testing, the degree to which confidentiality was 
protected influenced the attitudes of those who had been ordered into drug testing regarding the 
seeking of employment (Sujak et al., 1995).

Subjects who were told that confidentiality was absolute reported that they were more 
willing to disclose information about themselves than individuals who were told that 
confidentiality was limited (Nowell& Spruill, 1993). Confidentiality, of course, is not absolute, and 
so the impact on individuals in treatment of various limits on confidentiality is an important 
question. This was explored in one of the few confidentiality studies to use as research subjects 
people actually in treatment (rather than students simulating the role of patient). Taube and 
Elwork (1990) found that patient self-disclosure was influenced in large measure by how 
informed the patient was about confidentiality law and by how consequential to the patient the 
legal limits on confidentiality were in his or her particular circumstances. Roback and 
Shelton(1995), noting that some studies suggested that perceived limitations on confidentiality 
did not deter patients from self-disclosing, also noted that as persons perceived themselves at 
risk for serious sociolegal consequences, being informed that certain disclosures would result in 
mandatory reporting did limit self-disclosing.

Finally, one of the most recent studies of this subject, which used clients and college 
students as subjects for the research, concluded that subjects were less candid with a therapist 
if they understood that information regarding their treatment was to be disclosed to a third party 
for case utilization review (Kremer & Gesten, 1998). As a result, another observer concluded 
that “psychiatric treatment is often paid for by patients out-of-pocket, precisely to avoid creating 
a record over which a patient has little or no control”(Alpert, 1998, p. 89). 
Surveys of the general public also indicate that privacy of health care information is a major 
concern. For example, 27 percent of the respondents to a 1993 Harris survey believed that 
health care information about them had been improperly disclosed, 11 percent previously had 
decided to not file an insurance claim because of privacy concerns, and 7 percent had decided 
to forego care because of concern that information that would be generated in care might harm 
their employment possibilities or other opportunities (Louis Harris & Associates, 1993).
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These findings suggest a dilemma for individuals who may wish to pursue treatment for 
mental illness and for treatment providers. All available data indicate that confidentiality of health 
care information is a significant concern for individuals. The evidence also indicates that people 
may become less willing to make disclosures during treatment if they know that information will 
be disseminated beyond the treatment relationship. At the same time, the caregiver is ethically 
obligated to disclose to the client the limits on confidentiality: A failure to reveal the limits of 
confidentiality seriously threatens the therapeutic relationship and the provider’s credibility. As a 
result, treatment may be compromised, and the patient may terminate treatment prematurely 
(Kremer & Gesten,1998).

In short, available research supports the conclusion that strong confidentiality laws are 
critical in creating assurances for individuals seeking mental health treatment and thereby 
increasing willingness to participate in treatment to the degree necessary to achieve successful 
outcomes. However, the present legal framework does not provide strong, consistent protection 
of confidentiality in many instances. It is important to note that additional factors may contribute 
to concern that confidentiality may be breached and, in turn, an unwillingness on the part of 
consumers to disclose or share information. In many 
instances, these factors cannot be addressed through stronger legal protections alone. In given 
clinical settings, for example, concern may stem from the existence of crowded or open 
facilities, frequent changes in clinical staff, language differences, cultural considerations, and 
other constraints that would limit establishing a trusting therapeutic relationship. In addition, 
individuals may not wish to disclose information regarding “pre-existing conditions” for fear it 
may result in a loss of insurance coverage as well as privacy.

E. Current State Confidentiality Laws

1. Overview
One expert has described the current law governing the confidentiality of health care 

information as a “crazy quilt of Federal and state constitutional, statutory, regulatory and case 
law” that “erodes personal privacy and forms a serious barrier to administrative 
simplification” (Waller, 1995, p. 44). This aptly describes the current legal framework for the 
confidentiality of mental health and substance abuse information as well.

There is at present no national standard for the confidentiality of health care information 
in general or mental health information in particular. Rather, each state has laws that establish 
confidentiality rules and exceptions. In response to a serious public policy concern that the 
criminal justice ramifications of use of illegal substances would significantly deter individuals 
from seeking substance abuse treatment, a national standard governing the confidentiality of 
substance abuse treatment information was codified. However, there often are significant 
differences among states and  
between the state and Federal requirements, which can create problems for the administrators 
of health care plans and for those providing treatment for people with co-occurring mental 
illness and substance abuse disorders. In a handful of states, a general law applicable to all 
health care information applies. In some states, the mental health confidentiality statute applies 
only to information gathered when a state facility provides treatment; in others, it applies to 
mental health treatment regardless of the auspice of care.
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One common criticism of health care information laws generally is that they apply 
primarily to information gathered in the course of treatment and in the possession of the 
caregiver. This means that different standards apply to the distribution of information held by 
others not party to the treatment relationship. This observation fairly characterizes most state 
mental health laws as well. The focus of the laws tends to be upon the clinical relationship, and 
often what happens to information once it is disseminated beyond the clinical relationship is 
unaddressed. Many of the reform proposals advanced in recent years would apply 
confidentiality rules to other parties that come into possession of protected information, although 
the proposals vary regarding application of a national standard to employers, schools, 
correctional facilities, and other settings in which a significant volume of health care is provided. 
In addition, the proposals vary regarding the question of whether the individual has a  
legal right to consent to disclosures beyond the clinical relationship: How this question is 
resolved will determine in large measure whether individuals in the role of patient believe that 
confidentiality protections are strong enough to warrant seeking treatment.

While the various reform proposals differ in detail, few dispute the need to extend the 
obligation to protect confidentiality to other parties. In the early 1980s, one expert found that 
between 25 and 100 people had access to an individual inpatient record (Siegler, 1982), a 
number that has grown in recent years. In addition, as health care delivery and payment have 
become increasingly complex and as provider networks rather than individual practitioners 
increasingly provide care, the number of people who may come into possession of health care 
information continues to expand. One observer describes three “zones” of users of personal 
health care information. “Zone one” users are involved in direct patient care, while “zone two” 
users are involved in support and administrative activities like  
payment and quality of care reviews. “Zone three” users include public health agencies, social 
welfare agencies, researchers, and direct marketing firms (Westin, 1993). Some of these parties 
traditionally have had ready access to health care information; others, for example, utilization 
review managers and direct marketing firms, are comparatively new to health care. Whether a 
party that has access to information should have access to that information is a separate 
question that lies at the heart of much of the debate about confidentiality.

2. Exceptions to Confidentiality
Each state law creates exceptions to confidentiality. While state laws vary regarding the 

number and type of exceptions permitted, the most common exceptions to confidentiality are 
discussed briefly below. As a prefatory note, many experts assume that client consent 
presumptively should be required prior to most if not all disclosures, and that any waiver of 
confidentiality by the client must be truly informed (Campbell, 2000). However, as the discussion 
below suggests, many state laws permit a variety of disclosures without client consent, raising 
questions regarding the adequacy of these laws in protecting client confidentiality in the current 
environment.

Consent by the Person in Treatment
The most common exception to confidentiality is when the person who is or has been in 

treatment consents to the waiver of confidentiality. (For minor children, this right rests with the 
parents or legal guardians.) For example, the practitioner may ask that the person sign a 
consent form authorizing the release to the practitioner of other health care records. This 
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reflects the fact that the right to confidentiality is designed primarily to protect the patient, not 
other parties, from unwanted disclosures, and that the right to waive confidentiality 
presumptively rests with the patient. In some instances, where confidentiality is waived, the 
patient nonetheless may wish to avoid release of certain information in any circumstances and 
direct that the provider not include in the file sensitive personal information—for example, sexual 
orientation or marital infidelities.

Although each state provides for waiver of confidentiality by the person in treatment, few 
states spell out in statute the elements of a valid consent. This is in contrast to the Federal laws 
on substance and alcohol treatment information, discussed below, which provide explicit details 
regarding the content of a valid consent.

In addition, the various reform proposals that have been introduced in Congress and 
elsewhere each contain criteria for consent. These typically include requirements that consent 
be in writing, name the individual or entity to which disclosure of information is to be made, 
identify the purpose or need for disclosure and the type of information to be disclosed, and state 
the period for which the consent is effective. However, it should be noted that the proposals 
differ on the question of the degree to which a person’s consent to disclosure would be truly 
voluntary. Many of the proposals suggest that a person’s treatment, or reimbursement for 
treatment, may depend on whether the person consents to have his or her records disclosed. 
This may raise questions about how “voluntary” such consent is, in fact, given that access to the 
services sought may be contingent upon agreeing to the release of information divulged during 
treatment.

Disclosure to Client
Many, though not all, state laws provide that individuals have a right of access to health 

care records containing information about them. Some provide that a clinician may restrict 
access to the record, if in the clinician’s judgment, access would cause harm to the client. Some 
statutes also provide that a clinician may restrict access to particular parts of the record if 
access might harm the client or if third parties provided information with the expectation that it 
would be held in confidence. Some experts have suggested that limiting client access undercuts 
the principle that information contained in the record belongs first to the client (Campbell, 2000). 
Each reform proposal articulated to date provides for access by an individual to health care 
information. These proposals assume that access is necessary both so that the individual is fully 
informed regarding his or her health care and so that the individual can correct information that 
might be erroneous. Generally, for minor children, parents have the right of 
access. Some experts have suggested that in the case of children, even in instances in which 
the parents or guardians control the information, there should be a right for the child to establish 
a “zone of privacy” for certain “intimate” information. Such information could not be accessed by 
responsible adults except when the clinician determines that it indicates imminent danger of 
harm to self or others (Melton, 2000).

Disclosure to Other Providers
An important question in an era in which networks of providers provide increasing 

amounts of care is whether and how confidentiality laws permit disclosure to other caregivers. 
The majority of states that address this issue typically provide for disclosure to others involved 
in providing care. Some states require consent before information can be disclosed, although 
the majority of state laws that address the issue do not. Few states address the question of 
information exchange within a network of providers. Some proposals before Congress would 
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permit disclosure of information to other care providers without requiring consent. Others would 
require consent prior to any disclosure. At least one presumptively would permit disclosure, but 
give the individual the opportunity to “opt out” of a particular disclosure. As noted earlier, 
conditioning access to treatment (or to reimbursement) on a waiver of confidentiality calls into 
question the voluntariness of the waiver.

Disclosure to Payers
Many states have provisions in their mental health confidentiality laws that permit 

disclosure of otherwise confidential information as necessary to obtain reimbursement or other 
financial assistance for the person in treatment. Most of these statutes were written before the 
emergence of managed care and third- party utilization review. Therefore, most state laws that 
create this exception to confidentiality impose few if any limitations on the type or amount of 
information that can be disclosed to obtain reimbursement, and most do not explicitly require 
consent prior to disclosure.

There are exceptions that might prove useful models to other jurisdictions. For example, 
New Jersey restricts disclosure of information from licensed psychologists to third-party payers. 
The statute permits disclosure only if the client consents, and if disclosure is limited to: (1) 
administrative information; (2) diagnostic information;(3) the legal status of the patient; (4) the 
reason for continuing psychological services; (5) assessment of the client’s current level of 
functioning and level of distress; and (6) a prognosis, limited to the minimal time treatment might 
continue (New Jersey Statutes). The Commonwealth of Massachusetts also limits disclosures to 
third-party payers of mental health information (Massachusetts Annotated Laws). As noted, the 
proposals that have been made to date to create a national standard for the confidentiality of 
health care information differ in how they treat disclosures to other providers and payers. Some 
proposals would require patient consent prior to any disclosure. Others would presume consent. 
Still others would permit the individual to “opt out” of specific disclosures. The last would require 
that individuals be given the names of providers and payers that might be provided access to 
information; the individual could then decline permission to provide information to specific 
payers or providers.

The question of how much information should be made available to third-party reviewers 
is a contentious one. As the research described earlier suggests, the willingness to self-
disclose, or to participate in treatment, appears to be contingent at least in part on the strength 
of confidentiality provisions. As the amount and sensitivity of information made available to third-
party 
reviewers increases, a corresponding decrease on the part of some individuals to seek 
treatment is likely.

Disclosure of Information to Families
An issue of some controversy in mental health is whether families should be provided 

information regarding their adult child in certain circumstances. As a general rule, access to 
information in circumstances involving minor children is provided to parents or the legal 
guardian of the child, until the child attains the age of majority or an age at which the child is 
permitted under state law to make his or her own treatment decisions.

Some states provide that parents acting in the role of caregiver may be given 
information, usually limited to diagnosis, prognosis, and information regarding treatment, 
specifically medications. Of those states with these or similar provisions, some permit the 
disclosure of this information without the consent of the individual, while others require consent, 
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with some providing for administrative review if consent is not given. All of the reform proposals 
that have been introduced before Congress provide for the disclosure of limited information an 
individual’s current health status to family or next of kin.

Consent generally is not required, although most provide the patient with the opportunity 
to request that information not be provided in such circumstances. It should be noted that in the  
context of mental health treatment, there is disagreement regarding this issue, particularly on 
the issue of prior consent. Family advocates often take the position that a family in a care giving 
role should have access to some types of information whether or not the individual specifically 
has consented to the disclosure, because it is necessary to play a care giving role (Lefly, 2000). 
Advocates for consumer- recipients often argue that consent should be required, because the 
right to confidentiality belongs to the recipient of services, and because there may be intra-
family conflicts that could be exacerbated by the release of information to family members.

Oversight & Public Health Reporting
All states have provisions that allow entities with oversight responsibilities to have 

access to medical records without client consent. Similarly, states mandate that certain types of 
information be made available to public health officials for various public health purposes, for 
example, the reporting of infectious diseases or the prescription of particular types of 
medication. The various reform proposals would do little to change this type of reporting, 
although at least one would create a preference for the use of records in which personal 
identifying information has been deleted.

Research
The confidentiality of individually identifiable information gathered in the course of 

conducting research can be protected from compelled disclosure by obtaining federally issued 
“certificates of confidentiality.” These certificates are issued through the Department of Health 
and Human Services upon application by the researcher for research, which involves the 
collection of specific types of sensitive information judged necessary to achieve the research 
objectives. The importance of the protection against disclosure afforded by Federal “certificates 
of confidentiality” increases as research expands its traditional boundaries to include genetic 
information of uncertain/evolving clinical relevance. An individual may voluntarily consent to the 
disclosure of information obtained in the course of protected research. In addition, the 
researcher may identify certain specific information, which may be voluntarily disclosed in 
participants’ consent forms.

States that address access to confidential information for research purposes generally 
provide for access without consent if it is impracticable to obtain individual consent and the 
research has been approved by the agency with approval authority under the state law. It should 
be noted that regardless of the aforementioned protections, information obtained in protected 
research studies, which finds its way into the participant’s regular medical chart, is not covered.

Disclosure to Law Enforcement Agencies
Many state laws limit access to information regarding people with mental illness by law 

enforcement officials to situations in which an individual who has been hospitalized has left the 
hospital and not returned, or to situations in which a crime has been committed on the grounds 
of a treatment facility. A handful of state laws provide access for the purpose of investigating 
health care fraud. In contrast, most of the reform proposals designed to create a national 
standard provides comparatively broad access by law enforcement officials. Others would limit 
discovery to situations in which law enforcement could demonstrate, usually by clear and 
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convincing evidence, that disclosure is necessary.

This is a controversial issue. Some professional and advocacy groups believe that broad 
access by law enforcement officials will lead to unwarranted invasions of privacy and encourage 
“fishing expeditions” in which material revealed during treatment becomes the basis of 
criminal prosecution. On the other hand, some have argued that broad access is necessary, 
particularly to investigate health care fraud in which the conduct of the provider rather than the 
client is at issue. The current Federal substance abuse laws provide for a stricter standard for 
access to information by law enforcement officials than is provided for in many of the proposals 
before Congress. This strict standard is based on the assumption that broader access would 
have a negative effect on the willingness of people to seek substance abuse treatment, if 
seeking treatment might lead to criminal prosecution. While these provisions seem to have met 
their intended goal of encouraging individuals to seek treatment, there is no evidence that 
stricter Federal standards for access to substance abuse information have impeded law 
enforcement efforts.

Disclosure to Protect Third Parties
In 1976, the California Supreme Court ruled that a mental health professional has an 

obligation to take steps to protect identified third parties whom the professional reasonably 
believes might be endangered by a client (Tarasoff v. Regents, 1976). This decision was 
criticized by a number of groups, including the American Psychiatric Association and the 
American Psychological Association, on the grounds that it required mental health professionals 
to perform a task for which they were ill-suited (that is, assess future risk) and that it would 
compromise confidentiality. Since the court’s decision, many states, either through statute or 
judicial decision, have addressed this topic.

The majority of states that have done so through statute provide that a mental health 
professional who concludes that his or her client represents an imminent danger to an identified 
third party may take steps, including notifying the individual or law enforcement officials, to 
protect the third party without becoming liable for a breach of confidentiality. These states also 
typically provide that the clinician will not be liable if he or she decides not to act—rather, the 
statutes give the clinician discretion in deciding how to proceed.

In addition, all states permit or mandate disclosure in other situations where a third party 
might be at risk for harm. Child abuse and elder abuse reporting laws are examples. Most of the 
proposals to create a national standard permit disclosures necessary to protect an identifiable 
third party when the caregiver concludes that there is a risk of serious injury or death, or when 
disclosure is necessary to protect the patient from serious harm.

III. Federal Confidentiality Laws & HIPAA

A. Federal Confidentiality Laws
An individual who seeks treatment for mental illness runs the risk of discrimination and 

invasion of privacy if information disclosed during treatment becomes known to third parties. An 
individual who seeks treatment for a substance use problem may reveal information that if 
disclosed could become the basis for criminal prosecution. The prospect of prosecution as a 
price of entering treatment quite clearly may create disincentives to seek treatment.

In an effort to create incentives for people with substance use and alcohol problems to 
seek treatment, Congress enacted perhaps the strictest confidentiality law extant. As a result, 
Federal law governs the confidentiality of information, obtained by federally assisted, 
specialized substance abuse treatment programs, which would identify a patient as receiving 
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treatment services (42 U.S.C. 290dd-2; 42 C.F.R. 2.1, et seq.).

Disclosure of patient identifying information by federally assisted programs is permitted 
only in explicitly delineated circumstances. The person receiving services can waive 
confidentiality, but consent must be written; name the client, the program making the disclosure, 
and the intended recipient of the information; state the purpose of the disclosure and the 
information to be disclosed; be signed by the client or representative of the patient where 
appropriate; and state the duration of the consent and conditions under which it expires. In the 
absence of consent, disclosures may be made only in the circumstances permitted by the 
regulations. For example, information may be exchanged within the program providing services, 
but only to the extent necessary to provide services. In other words, information is to be 
exchanged even within the treatment program on a “need to know” basis. Disclosures may be 
made without consent to other service providers if providers have entered into a “qualified 
service agreement” with the treating program. This is to permit the treating program to obtain 
collateral services, for example, blood work, that are not performed by the program itself. 
Disclosures to other providers not part of a qualified service agreement can only occur with 
consent.

Disclosure also is permitted to law enforcement officials when there was a crime 
committed on the premises or against the personnel of the treatment program. Even in this 
case, information provided is to be limited initially to the name, address, and last known 
whereabouts of the individual who committed or threatened to commit a crime. Other 
circumstances in which disclosures are permitted without consent include medical emergencies 
as defined in the regulations; child abuse reports; court orders, when the court has followed 
procedures established in the regulations; and in criminal investigations of “extremely serious 
crimes” as defined in the regulations (Center for Substance Abuse Treatment, 1994). The 
statute and regulations do not address, and therefore do not permit, disclosures to families of 
clients or to payers without consent of the client.

The Federal law is generally much more detailed than any state mental health law in 
delineating the conditions that must be met before disclosures can occur. In addition, as this 
brief summary suggests, state mental health laws and the Federal alcohol and substance abuse 
laws differ substantively in many respects. This may create difficulties for providers caring for 
people with co-occurring mental illness and substance use disorders, because the provider may 
be operating under two quite different legal standards in considering requests for information 
regarding the same individual. This issue is discussed in more detail below.

Other Federal statutes have limited applicability to the confidentiality of health care 
information. The Privacy Act of 1974 prohibits disclosure of an individual’s record without prior 
written consent and provides access to review, copy, and correct records. However, the Act 
applies only to federally operated hospitals and to research or health care institutions operated 
pursuant to Federal contracts, so it does not cover the vast majority of organizations and entities 
collecting health care information (Gostin, 1995). In addition, disclosure of personally identifiable 
information is permitted if necessary for the “routine  
use” of the receiving facility, a very broad exception.

Finally, the Americans with Disabilities Act (ADA) of 1990 requires employers to maintain 
medical information in separate files and on discrete forms. As the ADA is enforced, it may lead 
to increased protection of the privacy of medical records at the workplace. In relevant part, 
however, the ADA applies only to people with a disability as defined by the statute, and to 
actions taken by employers based on an individual’s disability. Therefore, the ADA provides only 
limited confidentiality 
protection; it does not create a general right to medical privacy within the workplace.
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B. HIPAA Privacy Rule & Sharing Information Related to Mental  Health
The Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule provides 

consumers with important privacy rights and protections with respect to their health information, 
including important controls over how their health information is used and disclosed by health 
plans and health care providers. Ensuring strong privacy protections is critical to maintaining 
individuals’ trust in their health care providers and willingness to obtain needed health care 
services, and these protections are especially important where very sensitive information is 
concerned, such as mental health information. At the same time, the Privacy Rule recognizes 
circumstances arise where health information may need to be shared to ensure the patient 
receives the best treatment and for other important purposes, such as for the health and safety 
of the patient or others. The Rule is carefully balanced to allow uses and disclosures of 
information—including mental health information—for treatment and these other purposes with 
appropriate protections.

In this guidance, we address some of the more frequently asked questions about when it 
is appropriate under the Privacy Rule for a health care provider to share the protected health 
information of a patient who is being treated for a mental health condition. We clarify when 
HIPAA permits health care providers to:

• Communicate with a patient’s family members, friends, or others involved in the patient’s 
care;

• Communicate with family members when the patient is an adult;
• Communicate with the parent of a patient who is a minor;
• Consider the patient’s capacity to agree or object to the sharing of their information;
• Involve a patient’s family members, friends, or others in dealing with patient failures to 

adhere to medication or other therapy;
• Listen to family members about their loved ones receiving mental health treatment;
• Communicate with family members, law enforcement, or others when the patient 

presents a serious and  
imminent threat of harm to self or others; and

• Communicate to law enforcement about the release of a patient brought in for an 
emergency psychiatric  
hold.  
In addition, the guidance provides relevant reminders about related issues, such as the 
heightened protections afforded to psychotherapy notes by the Privacy Rule, a parent’s 
right to access the protected health information of a minor child as the child’s personal 
representative, the potential applicability of Federal alcohol and drug abuse 
confidentiality regulations or state laws that may provide more stringent protections for 
the information than HIPAA, and the intersection of HIPAA and FERPA in a school 
setting.

Questions and Answers about HIPAA and Mental Health

Does HIPAA allow a health care provider to communicate with a patient’s family, friends, 
or other persons who are involved in the patient’s care? 

Yes. In recognition of the integral role that family and friends play in a patient’s health 
care, the HIPAA Privacy Rule allows these routine–and often critical–communications between 
health care providers and these persons. Where a patient is present and has the capacity to 
make health care decisions, health care providers may communicate with a patient’s family 
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members, friends, or other persons the patient has involved in his or her health care or payment 
for care, so long as the patient does not object. The provider may ask the patient’s permission to 
share relevant information with family members or others, may tell the patient he or she plans to 
discuss the information and give them an opportunity to agree or object, or may infer from the 
circumstances, using professional judgment, that the patient does not object. A common 
example of the latter would be situations in which a family member or friend is invited by the 
patient and present in the treatment room with the patient and the provider when a disclosure is 
made.

Where a patient is not present or is incapacitated, a health care provider may share the 
patient’s information with family, friends, or others involved in the patient’s care or payment for 
care, as long as 
as long as the health care provider determines, based on professional judgment, that doing so 
is in the best in the best interests of the patient. Note that, when someone other than a friend or 
family member is member is involved, the health care provider must be reasonably sure that the 
patient asked the person to person to be involved in his or her care or payment for care.

In all cases, disclosures to family members, friends, or other persons involved in the 
patient’s care or payment for care are to be limited to only the protected health information 
directly relevant to the person’s involvement in the patient’s care or payment for care.

Does HIPAA provide extra protections for mental health information compared with other 
health information?

Generally, the Privacy Rule applies uniformly to all protected health information, without 
regard to the type of information. One exception to this general rule is for psychotherapy notes, 
which receive special protections. The Privacy Rule defines psychotherapy notes as notes 
recorded by a health care provider who is a mental health professional documenting or 
analyzing the contents of a conversation during a private counseling session or a group, joint, or 
family counseling session and that are separate from the rest of the patient’s medical record. 
Psychotherapy notes do not include any information about medication prescription and 
monitoring, counseling session start and stop times, the modalities and frequencies of treatment 
furnished, or results of clinical tests; nor do they include summaries of diagnosis, functional 
status, treatment plan, symptoms, prognosis, and progress to date. Psychotherapy notes also 
do not include any information that is maintained in a patient’s medical record.

Psychotherapy notes are treated differently from other mental health information both 
because they contain particularly sensitive information and because they are the personal notes 
of the therapist that typically are not required or useful for treatment, payment, or health care 
operations purposes, other than by the mental health professional who created the notes. 
Therefore, with few exceptions, the Privacy Rule requires a covered entity to obtain a patient’s 
authorization prior to a disclosure of psychotherapy notes for any reason, including a disclosure 
for treatment purposes to a health care provider other than the originator of the notes. A notable 
exception exists for disclosures required by other law, such as for mandatory reporting of abuse, 
and mandatory “duty to warn” situations regarding threats of serious and imminent harm made 
by the patient (State laws vary as to whether such a warning is mandatory or permissible).

Is a health care provider permitted to discuss an adult patient’s mental health information 
with the patient’s parents or other family members?

In situations where the patient is given the opportunity and does not object, HIPAA 
allows the provider to share or discuss the patient’s mental health information with family 
members or other persons involved in the patient’s care or payment for care. For example, if the 
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patient does not object:

• A psychiatrist may discuss the drugs a patient needs to take with the patient’s sister who 
is present with the patient at a mental health care appointment.

• A therapist may give information to a patient’s spouse about warning signs that may 
signal a developing emergency.  
BUT:

• A nurse may not discuss a patient’s mental health condition with the patient’s brother 
after the patient has stated she does not want her family to know about her condition.

In all cases, the health care provider may share or discuss only the information that the person 
involved needs to know about the patient’s care or payment for care. Finally, it is important to 
remember that other applicable law (e.g., State confidentiality statutes) or professional ethics 
may impose stricter limitations on sharing personal health information, particularly where the 
information relates to a patient’s mental health.

When does mental illness or another mental condition constitute incapacity under the 
Privacy Rule? For example, what if a patient who is experiencing temporary psychosis or 
is intoxicated does not have the capacity to agree or object to a health care provider 
sharing information with a family member, but the provider believes the disclosure is in 
the patient’s best interests?

Section 164.510(b)(3) of the HIPAA Privacy Rule permits a health care provider, when a 
patient is not present or is unable to agree or object to a disclosure due to incapacity or 
emergency circumstances, to determine whether disclosing a patient’s information to the 
patient’s family, friends, or other persons involved in the patient’s care or payment for care, is in 
the best interests of the patient.1 Where a provider determines that such a disclosure is in the 
patient’s best interests, the provider would be permitted to disclose only the PHI that is directly 
relevant to the person’s involvement in the patient’s care or payment for care.

This permission clearly applies where a patient is unconscious. However, there may be 
additional situations in which a health care provider believes, based on professional judgment, 
that the patient does not have the capacity to agree or object to the sharing of personal health 
information at a particular time and that sharing the information is in the best interests of the 
patient at that time. These may include circumstances in which a patient is suffering from 
temporary psychosis or is under the influence of drugs or alcohol. If, for example, the provider 
believes the patient cannot meaningfully agree or object to the sharing of the patient’s 
information with family, friends, or other persons involved in their care due to her current mental 
state, the provider is allowed to discuss the patient’s condition or treatment with a family 
member, if the provider believes it would be in the patient’s best interests. In making this 
determination about the patient’s best interests, the provider should take into account the 
patient’s prior expressed preferences regarding disclosures of their information, if any, as well 
as the circumstances of the current situation. Once the patient regains the capacity to make 
these choices for herself, the provider should offer the patient the opportunity to agree or object 
to any future sharing of her information.

If a health care provider knows that a patient with a serious mental illness has stopped 
taking a prescribed medication, can the provider tell the patient’s family members?

So long as the patient does not object, HIPAA allows the provider to share or discuss a 
patient’s mental health information with the patient’s family members. If the provider believes, 
based on professional judgment, that the patient does not have the capacity to agree or object 
to sharing the information at that time, and that sharing the information would be in the patient’s 
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best interests, the provider may tell the patient’s family member. In either case, the health care 
provider may share or discuss only the information that the family member involved needs to 
know about the patient’s care or payment for care.

Otherwise, if the patient has capacity and objects to the provider sharing information with 
the patient’s family member, the provider may only share the information if doing so is 
consistent with applicable law and standards of ethical conduct, and the provider has a good 
faith belief that the patient poses a threat to the health or safety of the patient or others, and the 
family member is reasonably able to prevent or lessen that threat. For example, if a doctor 
knows from experience that, when a patient’s medication is not at a therapeutic level, the patient 
is at high risk of committing suicide, the doctor may believe in good faith that disclosure is 
necessary to prevent or lessen the threat of harm to the health or safety of the patient who has 
stopped taking the prescribed medication, and may share information with the patient’s family or 
other caregivers who can avert the threat. However, absent a good faith belief that the 
disclosure is necessary to prevent a serious and imminent threat to the health or safety of the 
patient or others, the doctor must respect the wishes of the patient with respect to the 
disclosure.

Can a minor child’s doctor talk to the child’s parent about the patient’s mental health 
status and needs?

With respect to general treatment situations, a parent, guardian, or other person acting 
in loco parentis usually is the personal representative of the minor child, and a health care 
provider is permitted to share patient information with a patient’s personal representative under 
the Privacy Rule. However, section 164.502(g) of the Privacy Rule contains several important 
exceptions to this general rule. A parent is not treated as a minor child’s personal representative 
when: (1) State or other law does not require the consent of a parent or other person before a 
minor can obtain a particular health care service, the minor consents to the health care service, 
and the minor child has not requested the parent be treated as a personal representative; (2) 
someone other than the parent is authorized by law to consent to the provision of a particular 
health service to a minor and provides such consent; or (3) a parent agrees to a confidential 
relationship between the minor and a health care provider with respect to the health care 
service.2 For example, if State law provides an adolescent the right to obtain mental health 
treatment without parental consent, and the adolescent consents to such treatment, the parent 
would not be the personal representative of the adolescent with respect to that mental health 
treatment information.

Regardless, however, of whether the parent is otherwise considered a personal 
representative, the Privacy Rule defers to State or other applicable laws that expressly address 
the ability of the parent to obtain health information about the minor child. In doing so, the 
Privacy Rule permits a covered entity to disclose to a parent, or provide the parent with access 
to, a minor child’s protected health information when and to the extent it is permitted or required 
by State or other laws (including relevant case law). Likewise, the Privacy Rule prohibits a 
covered entity from disclosing a minor child’s protected health information to a parent when and 
to the extent it is prohibited under State or other laws (including relevant case law).

In cases in which State or other applicable law is silent concerning disclosing a minor’s 
protected health information to a parent, and the parent is not the personal representative of the 
minor child based on one of the exceptional circumstances described above, a covered entity 
has discretion to provide or deny a parent access to the minor’s health information, if doing so is 
consistent with State or other applicable law, and the decision is made by a licensed health care 
professional in the exercise of professional judgment.. In situations where a minor patient is 
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being treated for a mental health disorder and a substance abuse disorder, additional laws may 
be applicable. The Federal confidentiality statute and regulations that apply to federally funded 
drug and alcohol abuse treatment programs contain provisions that are more stringent than 
HIPAA.

At what age of a child is the parent no longer the personal representative of the child for 
HIPAA purposes?

HIPAA defers to state law to determine the age of majority and the rights of parents to 
act for a child in making health care decisions, and thus, the ability of the parent to act as the 
personal representative of the child for HIPAA purposes.

Does a parent have a right to receive a copy of psychotherapy notes about a child’s 
mental health treatment?

No. The Privacy Rule distinguishes between mental health information in a mental health 
professional’s private notes and that contained in the medical record. It does not provide a right 
of access to psychotherapy notes, which the Privacy Rule defines as notes recorded by a health 
care provider who is a mental health professional documenting or analyzing the contents of a 
conversation during a private counseling session or a group, joint, or family counseling session 
and that are separate from the rest of the patient’s medical record. Psychotherapy notes are 
primarily for personal use by the treating professional and generally are not disclosed for other 
purposes. Thus, the Privacy Rule includes an exception to an individual’s (or personal 
representative’s) right of access for psychotherapy notes.

However, parents generally are the personal representatives of their minor child and, as 
such, are able to receive a copy of their child’s mental health information contained in the 
medical record, including information about diagnosis, symptoms, treatment plans, etc. Further, 
although the Privacy Rule does not provide a right for a patient or personal representative to 
access psychotherapy notes regarding the patient, HIPAA generally gives providers discretion to 
disclose the individual’s own protected health information (including psychotherapy notes) 
directly to the individual or the individual’s personal representative. As any such disclosure is 
purely permissive under the Privacy Rule, mental health providers should consult applicable 
State law for any prohibitions or conditions before making such disclosures.

What options do family members of an adult patient with mental illness have if they are 
concerned about the patient’s mental health and the patient refuses to agree to let a 
health care provider share information with the family?

The HIPAA Privacy Rule permits a health care provider to disclose information to the 
family members of an adult patient who has capacity and indicates that he or she does not want 
the disclosure made, only to the extent that the provider perceives a serious and imminent 
threat to the health or safety of the patient or others and the family members are in a position to 
lessen the threat. Otherwise, under HIPAA, the provider must respect the wishes of the adult 
patient who objects to the disclosure. However, HIPAA in no way prevents health care providers 
from listening to family members or other caregivers who may have concerns about the health 
and well-being of the patient, so the health care provider can factor that information into the 
patient’s care.

In the event that the patient later requests access to the health record, any information 
disclosed to the provider by another person who is not a health care provider that was given 
under a promise of confidentiality (such as that shared by a concerned family member), may be 
withheld from the patient if the disclosure would be reasonably likely to reveal the source of the 
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information. 45 CFR 164.524(a)(2)(v). This exception to the patient’s right of access to protected 
health information gives family members the ability to disclose relevant safety information with 
health care providers without fear of disrupting the family’s relationship with the patient.

Does HIPAA permit a doctor to contact a patient’s family or law enforcement if the doctor 
believes that the patient might hurt herself or someone else?

Yes. The Privacy Rule permits a health care provider to disclose necessary information 
about a patient to law enforcement, family members of the patient, or other persons, when the 
provider believes the patient presents a serious and imminent threat to self or others. The scope 
of this permission is described in a letter to the nation’s health care providers issued on January 
15, 2013, and below.

Specifically, when a health care provider believes in good faith that such a warning is 
necessary to prevent or lessen a serious and imminent threat to the health or safety of the 
patient or others, the Privacy Rule allows the provider, consistent with applicable law and 
standards of ethical conduct, to alert those persons whom the provider believes are reasonably 
able to prevent or lessen the threat. These provisions may be found in the Privacy Rule at 45 
CFR § 164.512(j).

Under these provisions, a health care provider may disclose patient information, 
including information from mental health records, if necessary, to law enforcement, family 
members of the patient, or any other persons who may reasonably be able to prevent or lessen 
the risk of harm. For example, if a mental health professional has a patient who has made a 
credible threat to inflict serious and imminent bodily harm on one or more persons, HIPAA 
permits the mental health professional to alert the police, a parent or other family member, 
school administrators or campus police, and others who may be able to intervene to avert harm 
from the threat.

In addition to professional ethical standards, most States have laws and/or court 
decisions which address, and in many instances require, disclosure of patient information to 
prevent or lessen the risk of harm. Providers should consult the laws applicable to their 
profession in the States where they practice, as well as 42 USC 290dd-2 and 42 CFR Part 2 
under Federal law (governing the disclosure of alcohol and drug abuse treatment records) to 
understand their duties and authority in situations where they have information indicating a 
threat to public safety. Note that, where a provider is not subject to such State laws or other 
ethical standards, the HIPAA permission still would allow disclosures for these purposes to the 
extent the other conditions of the permission are met.

If a law enforcement officer brings a patient to a hospital or other mental health facility to 
be placed on a temporary psychiatric hold, and requests to be notified if or when the 
patient is released, can the facility make that notification?

The Privacy Rule permits a HIPAA covered entity, such as a hospital, to disclose certain 
protected health information, including the date and time of admission and discharge, in 
response to a law enforcement official’s request, for the purpose of locating or identifying a 
suspect, fugitive, material witness, or missing person. Under this provision, a covered entity may 
disclose the following information about an individual: name and address; date and place of 
birth; social security number; blood type and rh factor; type of injury; date and time of treatment 
(includes date and time of admission and discharge) or death; and a description of 
distinguishing physical characteristics (such as height and weight). However, a covered entity 
may not disclose any protected health information under this provision related to DNA or DNA 
analysis, dental records, or typing, samples, or analysis of body fluids or tissue. The law 
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enforcement official’s request may be made orally or in writing.

Other Privacy Rule provisions also may be relevant depending on the circumstances, 
such as where a law enforcement official is seeking information about a person who may not 
rise to the level of a suspect, fugitive, material witness, or missing person, or needs protected 
health information not permitted under the above provision. For example, the Privacy Rule’s law 
enforcement provisions also permit a covered entity to respond to an administrative request 
from a law enforcement official, such as an investigative demand for a patient’s protected health 
information, provided the administrative request includes or is accompanied by a written 
statement specifying that the information requested is relevant, specific and limited in scope, 
and that de-identified information would not suffice in that situation. The Rule also permits 
covered entities to respond to court orders and court-ordered warrants, and subpoenas and 
summonses issued by judicial officers. Further, to the extent that State law may require 
providers to make certain disclosures, the Privacy Rule would permit such disclosures of 
protected health information as “required-by-law” disclosures.

Finally, the Privacy Rule permits a covered health care provider, such as a hospital, to 
disclose a patient’s protected health information, consistent with applicable legal and ethical 
standards, to avert a serious and imminent threat to the health or safety of the patient or others. 
Such disclosures may be to law enforcement authorities or any other persons, such as family 
members, who are able to prevent or lessen the threat.

If a doctor believes that a patient might hurt himself or herself or someone else, is it the 
duty of the provider to notify the family or law enforcement authorities?

A health care provider’s “duty to warn” generally is derived from and defined by 
standards of ethical conduct and State laws and court decisions such as Tarasoff v. Regents of 
the University of 
California. HIPAA permits a covered health care provider to notify a patient’s family members of 
a serious and imminent threat to the health or safety of the patient or others if those family 
members are in a position to lessen or avert the threat. Thus, to the extent that a provider 
determines that there is a serious and imminent threat of a patient physically harming self or 
others, HIPAA would permit the provider to warn the appropriate person(s) of the threat, 
consistent with his or her professional ethical obligations and State law requirements. In 
addition, even where danger is not imminent, HIPAA permits a covered provider to communicate 
with a patient’s family members, or others involved in the patient’s care, to be on watch or 
ensure compliance with medication regimens, as long as the patient has been provided an 
opportunity to agree or object to the disclosure and no objection has been made.

Does HIPAA prevent a school administrator, or a school doctor or nurse, from sharing 
concerns about a student’s mental health with the student’s parents or law enforcement 
authorities?

Student health information held by a school generally is subject to the Family 
Educational Rights and Privacy Act (FERPA), not HIPAA. HHS and the Department of Education 
have developed guidance clarifying the application of HIPAA and FERPA. In the limited 
circumstances where the HIPAA Privacy Rule, and not FERPA, may apply to health information 
in the school setting, the Rule allows disclosures to parents of a minor patient or to law 
enforcement in various situations. For example, parents generally are presumed to be the 
personal representatives of their unemancipated minor child for HIPAA privacy purposes, such 
that covered entities may disclose the minor’s protected health information to a parent. In 
addition, disclosures to prevent or lessen serious and imminent threats to the health or safety of 
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the patient or others are permitted for notification to those who are able to lessen the threat, 
including law enforcement, parents or others, as relevant.

Notes
1 The Privacy Rule permits, but does not require, providers to disclose information in these 
situations. Providers who are subject to more stringent privacy standards under other laws, such 
as certain state confidentiality laws or 42 CFR Part 2, would need to consider whether there is a 
similar disclosure permission under those laws that would apply in the circumstances.
2 A parent also may not be a personal representative if there are safety concerns. A provider 
may decide not to treat the parent as the minor’s personal representative if the provider believes 
that the minor has been or may be subject to violence, abuse, or neglect by the parent or the 
minor may be endangered by treating the parent as the personal representative; and the 
provider determines, in the exercise of professional judgment, that it is not in the best interests 
of the patient to treat the parent as the personal representative.

IV. Potential Problems With the Current Legal Framework
There is general consensus that the current legal framework for protecting the 

confidentiality of health care information is inadequate. There are significant differences among 
the states in addressing confidentiality issues. While a state-by-state approach may have been 
good policy before recent trends in the organization and financing of health care, the increasing 
dominance of the health care industry by providers and payers doing business on a national 
scale has caused many to advocate for a national confidentiality standard.

This lack of uniformity may be exacerbated in the context of mental health care. There 
are differences in standards not only among the states, but between the states and the Federal 
government. Separate state standards for mental health information and Federal standards for 
alcohol and substance use information may be problematic in an era in which it has become 
evident that many people with mental illnesses also have substance abuse or alcohol problems. 
In addition, there are often within the same state a number of statutory provisions that address 
the confidentiality of mental health information. These may include the state mental health law 
(which may apply to all mental health information or only information held by state-operated 
providers), judicial privilege statutes, laws applicable to licensed professionals, and various 
state oversight laws. This may make it difficult even within a particular state to articulate the 
state law on the confidentiality of mental health information.

Many state mental health laws also lack provisions that most reform proposals contain. 
For example, many states do not articulate standards for client consent to disclosure. In 
contrast, most reform proposals require that consent be in writing, be of definite rather than 
indefinite duration, and specify recipients of information rather than provide open-ended consent 
to disclose. Many state laws providing for disclosure of mental health information to payers 
without client consent were written before the increased demands for information common 
today. Access by other providers is variable as well. Many states provide for comparatively mild 
penalties for the breach of confidentiality. In contrast, most reform proposals would considerably 
strengthen penalties for violating confidentiality protections.

As the debate regarding a national standard proceeds, there are two additional issues of 
consequence for those considering the confidentiality of mental health information. The first is 
the question of preemption. Most reform proposals considered by Congress in recent years 
would establish a national standard that would become the minimum standard for health care 
information. The standard would preempt (or supersede) any state laws that provided less 
protection than that in  

© 2018 Ace-Classes, Inc. adapted with permission for ACEonline, LLC                                                                          
XXXV



ACEonline, LLC                                    online-CEs.com______________________________________________ 
Online Continuing Education for Professionals
the national standard. The Secretary of the Department of Health and Human Services 
recommended such an approach in a recent report to Congress entitled, Confidentiality of 
Individually Identifiable Health Information. Should a national standard be enacted, determining 
whether a state’s mental health law provides more or less protection than a national standard 
may be difficult in at least some cases. For example, in one state, the law permits disclosures 
without consent to some but not all types of providers. One of the proposals to establish a 
national standard would permit disclosures to be made to other providers without the consent of 
the individual, but would give the individual the opportunity to “opt out” of disclosures to 
specified providers. In this example, it is difficult to determine whether the state law  
in question is more or less protective than the proposed national standard. On the one hand, the 
state law in this example is more restrictive than the reform proposal because it limits the types 
of providers that can receive information without consent. On the other hand, it is weaker than 
the reform proposal because it does not provide the individual with an opportunity to decline 
permission to disclose to those providers. The problem is not insurmountable: in this example, 
one solution might be to apply the opt-out provision of the national standard to that part of the 
state law that permits some types of disclosures without consent. At the same time, the current 
condition of many state mental health laws may make application of the preemption principle 
difficult.

A second important question is whether there should continue to be separate legal 
standards for mental health confidentiality and for substance use and alcohol use confidentiality. 
The reform proposals advanced to date generally would leave the Federal substance use law 
intact. This would have the practical effect of locking in the disparate standards that currently 
exist for mental health information (governed by state laws) and substance and alcohol use 
information (governed by the Federal law). Some experts disagree with the notion of having 
discrete, disease-based standards, on the ground that there are other diseases that raise 
legitimate concerns regarding privacy that do not receive special protection (Gostin, 1995). 
Others would retain the strict protections currently available to substance and alcohol  
use data, while extending the same protections to mental health information. This report does 
not endorse either perspective. However, it would be useful to examine more closely whether 
disparate standards have an effect on clinical practice and on the privacy expectations of 
individuals in treatment, particularly those with both a mental illness and a substance abuse 
diagnosis.

V. Summary
There are many reasons why an individual with a mental illness might decide not to seek 

treatment. For example, some people might forego treatment for financial reasons. Others might 
decide that the risk of stigma and discrimination that people with mental illness still encounter is 
too high a price to bear. In the latter situation, being able to provide assurances that the 
principle of confidentiality receives strong protection may make the difference in the decision to 
enter and participate fully in treatment.

Confidentiality is a matter of both ethical and legal concern. As noted earlier, each of the 
health care professions endorses confidentiality as a core matter. However, it is the law that 
establishes the basic rules that govern confidentiality in practice. The law can expand 
confidentiality, as the U.S. Supreme Court did when it ruled that a psychotherapeutic privilege 
would apply in Federal court. The law also can decide that the principle of confidentiality must 
yield to other values, as the California Supreme Court did when it decided that mental health 
professionals had an obligation to protect third parties whom the professional reasonably 
concluded could be endangered by a client in treatment. It is clear that confidentiality is not 
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absolute. There are other competing values that require its breach in certain circumstances. 
However, it also seems clear that there are significant gaps in the current legal framework that 
protects the confidentiality of mental health information. Consideration of an appropriate level of 
legal protection for mental health information should acknowledge that mental illness continues 
to be a category of illness that may subject a person receiving a diagnosis to discrimination and 
other disadvantages.

In the absence of strong confidentiality protections, some individuals with mental illness 
may decide that the benefit of treatment is outweighed by the risk of public disclosure. This 
would be harmful not only to the individual, but to a public that has a stake in the mental health 
of its members. The U.S. Supreme Court summarized this public interest succinctly in the 
decision quoted at the beginning of this section:

The psychotherapist privilege serves the public interest by facilitating the provision of 
appropriate treatment for individuals suffering the effects of a mental or emotional 
problem. The mental health of our citizenry, no less than its physical health, is a public 
good of transcendent importance. (Jaffee v. Redmond, 1996)

It is to be hoped that this public good, as well as the private good represented by successful 
treatment for mental illness, governs the continuing debate regarding the protection of 
confidentiality.
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